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RISK OVERSIGHT: IS IT BROKEN? 
 
 
 
In 2002, after a flurry of colossal accounting frauds surfaced globally, the US government enacted the Sarbanes-Oxley Act όά{h·έύ to 

try to fix the problems that US politicians decided were at the root of the crisis. A key belief at the time was that holding senior 

management more formally accountable for accounting disclosures and related controls, and forcing external auditors to form an 

independent opinion on whether ŀŎŎƻǳƴǘƛƴƎ ŎƻƴǘǊƻƭǎ ŀǊŜ άŜŦŦŜŎǘƛǾŜέ, would fix the problem.   In 2008, the world suffered another 

corporate financial crisis that made the events leading up to SOX pale in comparison.  More than a few people believe that the entire 

world was at risk of economic collapse in the absence of aggressive government intervention.  

 

This time government regulators from seven of ǘƘŜ ǿƻǊƭŘΩǎ economic superpowers studied the events leading up to the crisis to see 

what could be learned to prevent a reoccurrence. Key conclusions of that study1 are shown below.  

 

A central finding in the study indicated deficient senior management and board risk oversight was a major cause of the collapse – 

in the minds of regulators the next big corporate governance problem to be fixed.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                
1
 http://www.financialstabilityboard.org/publications/r_0910a.pdf 

Risk Management Lessons from the Global Banking Crisis of 2008 – Senior Supervisors Group, October 2009: 

This October 2009 report authored by regulators from seven of the world’s major countries identified four 
root causes. All are linked to deficient risk management and risk management oversight:  

¶ The failure of some boards of directors and senior managers to establish, measure, and 
adhere to a level of risk acceptable to the firm; 

¶ Compensation programs that conflicted with the control objectives of the firm; 

¶ Inadequate and often fragmented technological infrastructures that hindered effective risk 
identification and measurement; and 

¶ Institutional arrangements that conferred status and influence on risk takers at the expense 
of independent risk managers and control personnel. 

 

Source: http://www.financialstabilityboard.org/publications/r_0910a.pdf 
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RISK OVERSIGHT: IS IT BROKEN? 
 

 
 

REGULATORS FOCUS ON RISK OVERSIGHT – CAN A ‘SOX-LIKE’ SOLUTION BE AVOIDED? 
 
In the US, the SEC reacted to the Senior Supervisors Group conclusions by implementing new proxy disclosures rules1 for all US listed 

ŎƻƳǇŀƴƛŜǎΦ  ¢ƘŜ ƴŜǿ ǊǳƭŜǎ ǊŜǉǳƛǊŜ ŎƻƳǇŀƴƛŜǎ ǇǳōƭƛŎƭȅ ŘƛǎŎƭƻǎŜ ǘƘŜ ōƻŀǊŘΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ for risk oversight and what the board does 

to oversee risks of all types, including compensation risks.  In Canada, the Canadian Securities Administrators has called for 

significant improvements in the disclosures being made related to risk management and risk management oversight and stated, άLƴ 

light of ongoing international developments regarding the disclosure of risk management practices, this is an area that we will 

ŎƻƴǘƛƴǳŜ ǘƻ ƳƻƴƛǘƻǊέ
 2
.  Private sector initiatives are now underway in Canada and the US to try to avoid another regulator-led, SOX-

like remedy.  

 

In December 2010 the Canadian Institute of 

/ƘŀǊǘŜǊŜŘ !ŎŎƻǳƴǘŀƴǘǎ όά/L/!έύ ƛǎǎǳŜŘ ŀƴ 

exposure draft on the subject of board 

oversight of risk3.  The Institute of Corporate 

Directors in Canada held briefings on risk 

oversight expectations in cities across the 

country. In the US, the Committee of 

{ǇƻƴǎƻǊƛƴƎ hǊƎŀƴƛȊŀǘƛƻƴǎ όά/h{hέύ Ƙŀǎ 

reported survey results4 that strongly suggest 

there is, in fact, an expectation gap.  COSO 

issued new guidance for directors on risk 

oversight5 and has plans to overhaul the now 

dated 1992 COSO Internal Control ς Integrated 

Framework. The National Association of 

Corporate Directors Blue Ribbon Commission 

on Risk Governance issued principle-based 

guidance for directors in October 2009 in a 

report titled Balancing Risk and Reward.6   

 
 
 

 

HOW DO YOU KNOW IF YOUR APPROACH TO RISK OVERSIGHT IS OK? 
  
Whether you agree that corporate risk oversight is an area that is indeed broken, or not, it is clear that governments generally, and 

ǎŜŎǳǊƛǘȅ ǊŜƎǳƭŀǘƻǊǎ ǎǇŜŎƛŦƛŎŀƭƭȅΣ ƘŀǾŜ ŘŜŎƛŘŜŘ ǘƘŀǘ ƛǘ ƛǎΣ ŀƴŘ ǘƘŀǘ ƛǘ ƴŜŜŘǎ ǘƻ ōŜ ŦƛȄŜŘΦ !ǘ wƛǎƪ hǾŜǊǎƛƎƘǘ LƴŎΦ ǿŜ ŘƻƴΩǘ ōŜƭieve that risk 

management and risk oversight is broken in the majority of companies, but we do believe that there is a growing body of evidence 

that traditional approaches to corporate risk and assurance management are sub-optimal.  We invite you to take a few minutes to 

review our analysis for boards, senior management, and internal audit to see how you measure up against the new risk oversight 

expectations.   

                                                
1
 http://www.sec.gov/rules/final/2009/33-9089.pdf 

2
 http://www.osc.gov.on.ca/documents/en/Securities-Category5/csa_20101202_58-306_2010-corp-gov-disclosure.pdf 

3
 http://www.rogb.ca/risk-oversight-framework/index.aspx 

4
 http://www.coso.org/documents/Board-Risk-Oversight-Survey-COSO-Protiviti_000.pdf 

5
 http://www.coso.org/documents/COSOBoardsERM4pager-FINALRELEASEVERSION82409_001.pdf 

6
 http://www.nacdonline.org/Store/ProductDetail.cfm?ItemNumber=675 

Carlo V. di Florio, Director Office of Compliance Inspections and 
Examinations, U.S. Securities and Exchange Commission (February 
2011): 

The financial crisis revealed just how dramatically risk management 
failures can harm investors, jeopardize market integrity and hinder 
capital formation. It also revealed the interdependence between various 
risk categories (e.g., liquidity, funding, market, credit, operational, 
compliance and reputation risks), and demonstrated how that 
interdependence can accelerate risk concentration and harm to 
investors and markets.  
 
Finally, the financial crisis revealed the need for better oversight of risk 
at the board and senior management levels, and the need for stronger 
independence, standing and authority among risk management, control 
and compliance functions so senior management and the board 
understand the true risk in the business model and more proactive and 
effective risk management decisions can be made timely. 
 

Source: http://www.sec.gov/news/speech/2011/spch020811cvd.htm 
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BOARD RISK OVERSIGHT: IS IT BROKEN?  
 

 
 
This issue has taken on significantly increased importance for many 

boards. The Board Blog identified risk oversight as one of two “800 

pound guerillas” in the room for boards in 20111. Regulators in the US 

and Canada are currently assessing whether new regulations in this 

area are warranted. The introduction to this paper lists a range of 

private sector initiatives currently underway to try and avoid another 

“SOX-like” government intervention.   

In Canada, the CICA released a new exposure draft on board oversight 

of risk In December 20102.  The exposure draft suggests that in addition 

to the traditional governance model described in the box shown at 

right, boards should be playing an exponentially greater, more hands-

on role in risk management and risk oversight. Risk oversight 

frameworks in many companies are not currently well equipped to 

meet, at least not in a serious and demonstrable way, the expectations 

spelled out for traditional governance models in the box at right.  

 
 

TRADITIONAL APPROACH NOT ENOUGH 

¶ Company discloses a long laundry list of risks in security filings that could potentially impact the company. 

¶ Lƴ Ƴŀƴȅ ŎƻƳǇŀƴƛŜǎ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘ ŘƻŜǎ ƴƻǘ ŦƻǊƳŀƭƭȅ ǊŜǇƻǊǘ ǘƻ ǘƘŜ ōƻŀǊŘ ƻƴ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅΩǎ risk management framework, or 
ǘƘŜ ǎƛƎƴƛŦƛŎŀƴǘ Ǌƛǎƪǎ ōŜƛƴƎ ŀŎŎŜǇǘŜŘ ōȅ ǘƘŜ ŎƻƳǇŀƴȅΦ  Lƴ ǎƻƳŜ ŎƻƳǇŀƴƛŜǎ ǘƘŜ ōƻŀǊŘ ƎŜǘǎ ǘƘŜ άǘƻǇ ǘŜƴέ ǊƛǎƪǎΣ ƘƻǿŜǾŜǊ ǘƘŜǎŜ ŀǊŜ often not the 
ŎƻƳǇŀƴȅΩǎ ǘƻǇ мл ǊŜǎƛŘǳŀƭ Ǌƛǎƪǎ ŀŦǘŜǊ ŎƻƴǎƛŘŜǊƛƴƎ ŎǳǊǊŜƴǘ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ǎǘǊŀǘŜƎƛŜǎΦ  bƻǘ ŀƭƭ ōƻŀǊŘǎ ǊŜŎŜƛǾŜ ƳŀƴŀƎŜƳŜƴǘΩǎ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ǘƘŜ 
most significant emerging risks that could impact the company. 

¶ There may,  or may not,  be a report from management to the board on compliance risk, including areas like securities regulation, U.S. Foreign 
Corrupt Practices Act (FCPA)/Canadian Corruption of Foreign Public Officials Act (CFPOA), tax compliance, environment, safety,  and other 
areas that can expose companies to significant reputational and financial risk. 

¶ In companies that have an internal audit function the board receives reports on audit plans and findings of audits completed in the year, 
ǘƻƎŜǘƘŜǊ ǿƛǘƘ ŎƻƴǘǊƻƭ άǿŜŀƪƴŜǎǎŜǎέ ǘƘŜ ŀǳŘƛǘƻǊǎ ƛŘŜƴǘƛŦƛŜŘΦ ¢ƘŜ ǇŜǊŎŜƴǘŀƎŜ ƻŦ ǘƘŜ ǘƻǘŀƭ Ǌƛǎƪ ǳƴƛǾŜǊǎŜ ŎƻǾŜǊŜŘ ōȅ ƛƴǘŜǊƴŀƭ ŀǳŘit each year is 
usually less than 20% of the total risk universe. 

¶ Lƴ ŎƻƳǇŀƴƛŜǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ ŀƴ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘ ŦǳƴŎǘƛƻƴ ǘƘŜ ōƻŀǊŘ ǎŜŜǎ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴǎ ƳŀŘŜ ōȅ ǘƘŜ /9h ŀƴŘ /Ch ƻƴ ƛƴǘŜǊƴŀƭ Ŏƻntrol over 
ŦƛƴŀƴŎƛŀƭ ǊŜǇƻǊǘƛƴƎ ŀƴŘ ǘƘŜ ŜȄǘŜǊƴŀƭ ŀǳŘƛǘƻǊΩǎ ǊŜǇƻǊǘΦ ¢ƘŜ ōƻŀǊŘ ƳŀȅΣ ƻǊ Ƴŀȅ ƴƻǘΣ receive formal reports from management on the current 
ŜŦŦŜŎǘƛǾŜƴŜǎǎ ƻŦ ŜƴǘŜǊǇǊƛǎŜ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎŜǎ ƻǊ ǘƘŜ ŎƻǊǇƻǊŀǘƛƻƴΩǎ ōƛƎƎŜǎǘ ǊŜǎƛŘǳŀƭ ǊƛǎƪǎΦ 

¶ Strategic and annual plans presented to the board may, or may not, include specific information on the Ǌƛǎƪǎ ƛŘŜƴǘƛŦƛŜŘΣ ƳŀƴŀƎŜƳŜƴǘΩǎ 
assessment of those risks, the risk treatments and strategies that will be used to manage those risks, and the residual risk status expected. 

 

WHAT NEEDS TO CHANGE 

¶ Significant risk acceptance decisions (conscious and unconscious) should be elevated to the board of directors to ensure there is consensus 
ŀƎǊŜŜƳŜƴǘ ƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ŀǇǇŜǘƛǘŜ ŀƴŘ ŘŜƳƻƴǎǘǊŀōƭŜ ŜǾƛŘŜƴŎŜ ƻŦ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ōƻŀǊŘ ƭŜǾŜƭ Ǌƛǎƪ ƻǾŜǊǎƛƎƘǘΦ  {ƛƎƴificant 
emerging risks should be elevated to the board and senior management should describe how they are monitoring and treating these risks.   

¶ In companies that have an internal audit function, internal audit should be responsible for ensuring the board receives reliable and materially 
complete ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǊŜǎƛŘǳŀƭ Ǌƛǎƪ ǎǘŀǘǳǎΦ tŜǊ the Institute of Internal Auditors standards, internal audit should annually 
ǇǊƻǾƛŘŜ ǘƘŜ ōƻŀǊŘ ǿƛǘƘ ŀƴ ƛƴŘŜǇŜƴŘŜƴǘ ƻǇƛƴƛƻƴ ƻƴ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎŜǎΦ /ƻƳǇŀƴƛŜǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ ŀƴ 
internal audit function need to have a process to identify, assess, and report significant residual risks to the board. 

¶ Strategic and annual plans presented to the board for approval should include a full discussion of the risks involved and the strategies/risk 
treatments in place or planned to address them.  

                                                
1
 http://www.boardmember.com/blogindividual.aspx?blogid=473  

2
 http://www.rogb.ca/risk-oversight-framework/index.aspx 

CICA Board Risk Oversight Exposure Draft (December 2010): 

ά!ŎŎƻǊŘƛƴƎ ǘƻ aŎYƛƴǎŜȅΣ ǘǊŀŘƛǘƛƻƴŀƭ ƎƻǾŜǊƴŀƴŎŜ ƳƻŘŜƭǎ 
support the notion that boards cannot and should not be 
involved in day-to-day risk management, but that directors 
should, through their risk oversight role, be able to satisfy 
themselves that effective risk management processes are in 
ǇƭŀŎŜ ŀƴŘ ƛƳǇƭŜƳŜƴǘŜŘέΦ  

ά¢ƘŜ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ ǎƘƻǳƭŘ ŀƭƭƻǿ ƳŀƴŀƎŜƳŜƴǘ ǘƻ 
ōǊƛƴƎ ǘƻ ǘƘŜ ōƻŀǊŘΩǎ ŀǘǘŜƴǘƛƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ƴƻǎǘ ƳŀǘŜǊƛŀƭ 
risks and assist the board in understanding and evaluating 
how these risks interrelate, how they may affect the company, 
and how these risks are being addressed by management. 
Directors need to have the experience, training and knowledge 
of the business to make a meaningful assessment of those 
ǊƛǎƪǎΦέ 

Source: http://www.rogb.ca/risk-oversight-framework/index.aspx 
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MANAGEMENT RISK OVERSIGHT: IS IT BROKEN? 
 
 
 
As a direct result of the overwhelming pressure being exerted on boards to 

increase the quality of risk oversight many boards are taking aggressive steps 

and making specific requests to senior management concerning risk 

management and oversight.  

 

In Canada, securities regulators have indicated that they are unhappy with the 

quality of public disclosures related to risk management and oversight
1
.  

Although Canadian regulators have not required companies found to be 

deficient in 2010 to restate filings, they have demanded improvements and 

indicated that will be monitoring this area very closely in 2011.   

 

The same COSO study2 referenced at right reported: 

“The state of ERM appears to be relatively immature. Only 28 percent of 

respondents describe their current stage of ERM implementation as 

ΨsyǎǘŜƳŀǘƛŎΣ Ǌƻōǳǎǘ ŀƴŘ ǊŜǇŜŀǘŀōƭŜΩ with regular reporting to the board. 

Almost 60 percent of respondents say their risk tracking is mostly informal and 

ad hoc or only tracked within individual silos or categories as opposed to 

enterprise-ǿƛŘŜΦέ 

 

 

TRADITIONAL APPROACH NOT ENOUGH 

¶ Senior mŀƴŀƎŜƳŜƴǘ ƛƴ ǘƘŜ ƳŀƧƻǊƛǘȅ ƻŦ ŎƻƳǇŀƴƛŜǎ ŘƻŜǎ ƴƻǘ ǊŜŎŜƛǾŜ ŀ ŎƻƴǎƻƭƛŘŀǘŜŘ ǊŜǇƻǊǘ ƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ƴƻǎǘ ǎƛƎƴƛŦƛŎŀƴǘ ǊŜǎƛŘǳŀƭκǊŜǘŀined 
risks. Risk information is reported from a range of sources but rarely using consistent terminology and a standardized impact rating system. 

¶ In companies that have an internal audit function senior management usually receive a copy of the annual audit plan and results of audits 
conducted during the year.  Although this is slowly changing, only a small percentage of internal audit departments currently provide reports on 
ǘƘŜ ƳŀǘǳǊƛǘȅ ŀƴŘ ŜŦŦŜŎǘƛǾŜƴŜǎǎ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜǿƻǊƪΦ  hƴƭȅ ŀ ǎƳŀƭƭ ǇŜǊŎŜƴǘŀƎŜ ƻŦ ŀǳŘƛǘ ŘŜǇŀǊǘƳŜƴǘǎ ŎƻƳǇlete their 
work using generally accepted risk assessment methods, (e.g. ISO 31000) and provide business units with copies of the risk assessments 
completed, if any, by the audit team.   The internal audit function is quite often the only function that completes documented risk/control 
assessments on a regular basis. 

¶ Iƴ ŎƻƳǇŀƴƛŜǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ ŀƴ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘ ŦǳƴŎǘƛƻƴΣ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘ ƻŦǘŜƴ ŘƻƴΩǘ ǊŜǉǳƛǊŜ ŦƻǊƳŀƭ ǊŜǇƻǊǘǎ ƻƴ ǊŜǎƛŘǳŀƭ Ǌƛǎƪ ǎǘŀǘǳǎ ŦǊƻƳ 
business units.  Only a relatively small percentage of companies have adopted a common risk vocabulary and assessment framework. 

 
 

WHAT NEEDS TO CHANGE 

¶ CEOs and CFOs need to play a lead role ensuring that their company has an effective risk management framework in place capable of identifying 
and reporting upwards significant residual risk acceptance decisions and emerging risks on a timely basis. Robust risk self-assessment systems 
need to be implemented and steps taken to ensure they are producing reliable information.  

¶ /9hǎ ŀƴŘ /Chǎ ǎƘƻǳƭŘ ǊŜŎŜƛǾŜ ǊŜǇƻǊǘǎ ƻƴ ǘƘŜ ŎǳǊǊŜƴǘ ƳŀǘǳǊƛǘȅ ŀƴŘ ŎŀǇŀōƛƭƛǘȅ ƻŦ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜǿƻǊƪ relative to other 
public companies. 

¶ Senior management should play a lead role selecting a risk management methodology and terminology for use by work units and assurance 
specialist groups and leading ERM implementation efforts.  ISO 31000 is gaining significant traction globally and has been recommended for use 
by the Institute of Internal Auditors when assessing and reporting on risk management processes. 

¶ A key goal should be to ensure that the board is aware of, and agrees with, significant risk acceptance decisions made by the senior management 
team.   

 

                                                
1
 http://www.osc.gov.on.ca/documents/en/Securities-Category5/csa_20101202_58-306_2010-corp-gov-disclosure.pdf 

2
 http://www.coso.org/documents/Board-Risk-Oversight-Survey-COSO-Protiviti_000.pdf 

A survey conducted by COSO in fall of 2010 reported 
that: 

Χ ǘƘŜǎŜ ǊŜǎǳƭǘǎ ǎǳƎƎŜǎǘ ǘƘŀǘ рфΦм҈ ƻŦ ǘƘŜ Ŧǳƭƭ ōƻŀǊŘǎ 
ŀƴŘ со҈ ƻŦ ŀǳŘƛǘ ŎƻƳƳƛǘǘŜŜǎ ŀǊŜ ƳŀƪƛƴƎ άaƻŘŜǊŀǘŜέ 
ǘƻ ά{ƛƎƴƛŦƛŎŀƴǘέ ǘƻ ά! DǊŜŀǘ 5Ŝŀƭέ ƻŦ ǊŜǉǳŜǎǘǎ ŦƻǊ ƳƻǊŜ 
senior management involvement in risk oversight. In 
addition, and perhaps due to the board and audit 
ŎƻƳƳƛǘǘŜŜΩǎ ƛƴǘŜǊŜǎǘ ƛƴ ǎǘǊŜƴƎǘƘŜƴŜŘ Ǌƛǎƪ ƻǾŜǊǎƛƎƘǘΣ ǘƘŜ 
chief executive officer (CEO) is also calling for increased 
senior executive involvement in risk oversight.  
 
Over 65% of the respondents indicated that the CEO is 
ƳŀƪƛƴƎ άaƻŘŜǊŀǘŜέ ǘƻ ά{ƛƎƴƛŦƛŎŀƴǘέ ǘƻ ά! DǊŜŀǘ 5Ŝŀƭέ 
of requests for increased management involvement in 
risk oversight. 
 

Source: http://www.coso.org/documents/Board-Risk-Oversight-
Survey-COSO-Protiviti_000.pdf 
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INTERNAL AUDIT RISK OVERSIGHT: IS IT BROKEN?  
 
 
 
Ernst & Young’s 2010 internal survey, Unlock the Value of Internal 

Audit1, noted that only 44% of respondents believe Internal Audit 

was helping the company achieve its business objectives.  96% of 

respondents indicated that they needed to make improvements to 

their Internal Audit function within the next 24 months. 

 

In addition to the EY survey there is significant support for 

stakeholder’s concern that traditional internal audit is not meeting 

stakeholder needs.  Many small to midcap public companies elect 

not to have an internal audit function on the premise it would not 

add sufficient value to justify the cost and could distract 

management from its core purpose of value creation.  Many 

companies have an internal audit function because they have been 

told they should.  Fearing high costs and inadequate return on 

investment, some NYSE listed companies have elected not to 

implement an Internal Audit function in spite of being required to 

do so by the NYSE Governance code. Clearly there is a serious 

expectation and value gap that needs to be addressed. 

 

TRADITIONAL APPROACH NOT ENOUGH 

¶ Traditional internal audit methods do not provide robust support for boards and senior management that want to demonstrate effective risk 
oversight. 

¶ Traditional internal audit planning processes tend to be process/control centric.  They have not done well identifying significant value eroding 
retained risks that impact share value. (e.g. 2008 financial crisis, stock option backdating and others)  

¶ Traditional audits identify what the audit team believe are significant/notable control weaknesses. Coverage of the total risk universe each year 
is usually less than 20%. Few audit departments use a generally accepted risk assessment framework and consistent risk management 
terminology, and few audit functions report to the board and senior management on the areas that have not been audited or reported on 
during the year that could significantly impact the company.  

¶ !ǳŘƛǘǎ ǇǊƻǾƛŘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ŎƻƴǘǊƻƭ ǿŜŀƪƴŜǎǎŜǎ ƛƴ ŀǊŜŀǎ ŀǎǎŜǎǎŜŘ ōǳǘ ŘƻƴΩǘ ǇǊƻǾƛŘŜ ƳǳŎƘ ƻǊƛŜƴǘŀǘƛƻƴ ǘƻ ǿƻǊƪ ǳƴƛǘǎ ƻƴ Ƙƻǿ ǘƻ formally 
assess and report on risk.  Few internal audit departments turn over their risk assessments to work units for the work unit to maintain and 
update going forward. 

¶ Only a small percentage of internal audit ŘŜǇŀǊǘƳŜƴǘǎ ŎǳǊǊŜƴǘƭȅ ǇǊƻǾƛŘŜ ŦƻǊƳŀƭ ǊŜǇƻǊǘǎ ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ǌƛsk management processes 
ǊŜƭŀǘƛǾŜ ǘƻ ƻǘƘŜǊ ŎƻƳǇŀƴƛŜǎΣ ƻǊ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŎƻƴǎƻƭƛŘŀǘŜŘ ǊŜǎƛŘǳŀƭ Ǌƛǎƪ ǇƻǎƛǘƛƻƴΦ 

 

WHAT NEEDS TO CHANGE 

¶ Internal audit should focus on identifying the ŎƻƳǇŀƴȅΩǎ current residual risk status and elevating significant residual risk acceptance decisions 
for review by senior management and the board.  Although traditional audit approaches result in audit  deciding ǿƘŀǘ ŀǊŜŀǎ ƘŀǾŜ άŎƻƴǘǊƻƭ 
ŘŜŦƛŎƛŜƴŎƛŜǎέ ƻǊ άŀǊŜŀǎ ƴŜŜŘƛƴƎ ƛƳǇǊƻǾŜƳŜƴǘέΣ this is not optimal. IƴǘŜǊƴŀƭ ŀǳŘƛǘΩǎ primary job should be to ensure senior management and the 
board are aware of the ŎƻƳǇŀƴȅΩǎ current residual risk status and the significant risks being accepted.  

¶ Measuring internal auditΩǎ ǇŜǊŦƻǊƳŀƴŎŜ on how well it completes their audit plan, a metric still used by many internal audit departments, should 
be replaced with metrics linked to outcomes that add real value. We believe that the most important performance metrics for internal audit 
should be whether senior management and the board are aware of the most significant risks being accepted across the enterprise, and the 
contribution internal audit has made towards improving ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŎŀǇŀōƛƭƛǘȅΦ 

¶ Internal audit functions should select and use an assessment approach linked to internationally accepted risk management standards for all of 
their assessment and reporting activities and promote the use of consistent risk terminology across the enterprise.   

                                                
1
 http://www.ey.com/Publication/vwLUAssets/Unlocking_the_strategic_value_of_Internal_Audit/$FILE/Unlocking%20the%20strategic%20value%20of%20Internal%20Audit.pdf   

 

Richard Chambers, IIA’s President and CEO, on Internal Audit 
Profession Outlook in December 2010:  

While I am encouraged by the outlook for our profession in 2011, I 
have to sound an important note of caution. I have seen at least 
ǘǿƻ ǎǳǊǾŜȅǎ ǊŜŎŜƴǘƭȅ ƻƴ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘƛƴƎΩǎ ǎǘŀƪŜƘƻƭŘŜǊǎ 
(management officials and board members) that may be signaling 
άǎǘƻǊƳ ŎƭƻǳŘǎέ ƻƴ ǘƘŜ ƘƻǊƛȊƻƴΦ Lƴ ōƻǘƘ ǎǳǊǾŜȅǎΣ ǊŜǎǇƻƴŘŜƴǘǎ ǎƘŀǊŜŘ 
ǘƘŜ ǾƛŜǿ ǘƘŀǘ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘƛƴƎ ƴŜŜŘŜŘ ǘƻ άǎǘŜǇ ǳǇ ƛǘǎ ƎŀƳŜΦέ  

Stakeholders seem to be signaling a concern that internal auditing 
is not adding as much value as it should. On the part of a growing 
number of stakeholders, there seems to be an underlying mood 
ǘƘŀǘ ǿƘƛƭŜ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘƛƴƎΩǎ ŦƻŎǳǎ ƛǎ ǎƘƛŦǘƛƴƎΣ ƛǘ ƛǎ ƴƻǘ ŎƘŀƴƎƛƴƎ 
fast enough. Others appear to be frustrated by the heavy emphasis 
on assurance and the lack of ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅΩǎ 
business/industry. 
 

Source: http://www.theiia.org/blogs/chambers/index.cfm/post/Looking 
%20Ahead%20to%202011:%20What%20Does%20It%20Hold%20for% 

20Internal%20Auditing 
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TRADITIONAL RISK OVERSIGHT CREATES NEW RISKS 
 
 
 
Two decades ago, in 1990, Tim Leech, Managing Director Global Services Risk 

Oversight Inc., wrote ΨōƻŀǊŘǎ ƻŦ ŘƛǊŜŎǘƻǊǎΣ ƻŦŦƛŎŜǊǎΣ ƳŀƴŀƎŜǊǎΣ ŀƴŘ ŀǳŘƛǘƻǊǎ ǘƘŀǘ ǳǎŜ 

ǘƘŜ ΨƘƛǎǘƻǊƛŎŀƭκǘǊŀŘƛǘƛƻƴŀƭ ŀǇǇǊƻŀŎƘΩ ǘƻ ŎƻƴǘǊƻƭ ŀƴŘ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǎƘƻǳƭŘ ōŜ 

dissatisfied anŘ ŀŎǘƛǾŜƭȅ ǎŜŀǊŎƘƛƴƎ ŦƻǊ ŀ ƳƻǊŜ ŜŦŦŜŎǘƛǾŜ ǊŜǇƭŀŎŜƳŜƴǘΩ1. 

 

Unfortunately for investors and public companies around the world the traditional 

approach to risk governance has proven to be amazingly resilient in spite of its 

deficiencies and numerous high profile failures.  Risk oversight expectations for 

boards and senior management appear to still be in the “good/best practice” 

category as opposed to a defined legal duty of care.  Prudent companies are not 

waiting to see if this will change going forward. Not reacting heightens the risk of 

another “SOX-like” solution.  

 

RISK OVERSIGHT NEEDS TO IMPROVE 

¶ More than a decade after the Saucier Committee report2 referenced at right in 
Canada, and more than 8 years after the first NACD Blue Ribbon Commission on 
risk oversight3in the US, an ERM survey conducted by COSO reported that 
ά!ƭƳƻǎǘ сл ǇŜǊŎŜƴǘ ƻŦ ǊŜǎǇƻƴŘŜƴǘǎ ǎŀȅ ǘƘŜƛǊ Ǌƛǎƪ ǘǊŀŎƪƛƴƎ ƛǎ Ƴƻǎǘƭȅ ƛƴŦƻǊƳŀƭ ŀƴŘ 
ad hoc or only tracked within individual silos or categories as opposed to 
enterprise-ǿƛŘŜΦέ4 

¶ The same December 2010 COSO survey ǊŜǇƻǊǘŜŘ ǘƘŀǘ άaƻǊŜ ǘƘŀƴ ƘŀƭŦ ƻŦ ǘƘŜ 
ǎǳǊǾŜȅ ǇŀǊǘƛŎƛǇŀƴǘǎ ƴƻǘŜŘ ǘƘŜ ōƻŀǊŘΩǎ Ǌƛǎƪ ƻǾŜǊǎƛƎƘǘ ǇǊƻŎŜǎǎ ƛǎ ŜƛǘƘŜǊ άŜŦŦŜŎǘƛǾŜέ 
ƻǊ άƘƛƎƘƭȅ ŜŦŦŜŎǘƛǾŜέΣ ƘƻǿŜǾŜǊΣ ǘƘŜǊŜ ŀƭǎƻ ƛǎ ƎŜƴŜǊŀƭ ŀƎǊŜŜƳŜƴǘ that there should 
ōŜ ŀ ƳƻǊŜ ǎǘǊǳŎǘǳǊŜŘ ǇǊƻŎŜǎǎΦέ  

¶ There is growing evidence that companies that want to avoid severe reputation 
damage to the company, its board, and senior management need to implement 
more demonstrable risk management processes that meet the type of broad 

criteria defined in the sidebar to the right. 

¶ Our observations and recent survey results suggest that only a minority of public 
companies today have robust processes capable of demonstrating all four 
attributes of an effective risk management system defined by WLRK at right. 

 

WHAT NEEDS TO CHANGE 

¶ Organizations need to take a formal inventory of their current risk management 
processes. 

¶ Boards and senior management need to research and jointly agree on a target 
level of risk management maturity. 

¶ The target level of risk management maturity needs to be compared to the 
current maturity and a plan developed to close gaps over an agreed timeframe (a 
άwƛǎƪ aŀƴŀƎŜƳŜƴǘ aŀǘǳǊƛǘȅ DŀǇ !ǎǎŜǎǎƳŜƴǘέύ. 

¶ ¢ƘŜ άŀŘŜǉǳŀŎȅέ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ risk governance framework should be assessed by 
independent specialists using the Institute of Internal Auditors Practice Guide 
Assessing the Adequacy of Risk Management Using ISO 31000 issued in 2010, 
the OCEG Burgundy Book: Tools for Evaluating Principled Performance, or other 
suitable criteria that the board of directors and management consider valid. 

                                                
1
 http://www.leechgrc.com/pdf/kb-sps/Dawn%20of%20A%20New%20Era%201990.pdf 

2
 http://www.ecgi.org/codes/documents/beyond_compliance.pdf 

3
 http://www.nacdonline.org/Resources/Interview.cfm?ItemNumber=2260 

4
 http://www.coso.org/documents/Board-Risk-Oversight-Survey-COSO-Protiviti_000.pdf 

In November 2001, Canada’s Joint Committee on 
Corporate Governance (the Saucier Committee) 
defined attributes of an “effective board”: 

 ά9ŦŦŜŎǘƛǾŜ ōƻŀǊŘǎ ǿƛƭƭ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ 
development of strategic direction and approve a 
strategic plan. They will oversee the processes that 
management has in place to identify business 
opportunities and risks. They will consider the 
extent and types of risk that is acceptable for the 
company to bear.  They will monitor 
ƳŀƴŀƎŜƳŜƴǘΩǎ ǎȅǎǘŜƳǎ ŀƴŘ ǇǊƻŎŜǎǎŜǎ ŦƻǊ 
managing the broad range of business risk. And 
most important, on an ongoing basis, they will 
review with management how the strategic 
environment is changing, what key business risks 
and opportunities are appearing, how they are 
being managed and what, if any, modifications in 
ǎǘǊŀǘŜƎƛŎ ŘƛǊŜŎǘƛƻƴ ǎƘƻǳƭŘ ōŜ ŀŘƻǇǘŜŘΦέ 

Source: http://www.ecgi.org/codes/documents/beyond_ 
compliance.pdf 

 

In November 2008, Wachtell, Lipton, Rosen & Katz 
(“WLRK”), a US law firm, issued an advisory on risk 
oversight expectations which proposes some 
specific criteria for “effective” risk oversight 
drawing on emerging US law and regulation:  

Risk management should be tailored to the specific 
company, but in general an effective risk 
management system will:  

1) Adequately identify the material risks that the 
company faces in a timely manner; 

2) Implement appropriate risk management 
strategies that are responsive to the 
ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ǇǊƻŦƛƭŜΣ ōǳǎƛƴŜǎǎ ǎǘǊŀǘŜƎƛŜǎΣ 
specific material risk exposures and risk 
tolerance thresholds; 

3) Integrate consideration of risk and risk 
management into business decision-making 
throughout the company; and  

4) Adequately transmit necessary information 
with respect to material risks to senior 
executives and, as appropriate, to the board or 
relevant committees. 

Source: http://blogs.law.harvard.edu/corpgov/files 
/2008/11/risk-management-and-the-board-of-directors.pdf 
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¶ Board Risk Oversight Gap Assessments (using CICA, COSO and ICGN criteria) 

¶ Board of Directors/Senior Management Risk Oversight Training Sessions 

¶ Fractional Chief Audit Officer/Chief Risk Officer 

¶ Risk Self-Assessment (RSA) Training and Implementation Support 

¶ Contract Internal Audit/Risk Management Services 

¶ NI 52-109/SOX 404 Support Services 

¶ Enterprise-wide Anti-Fraud Risk Assessments 

¶ Enterprise-wide Compliance Risk Assessments 

¶ US Foreign Corrupt Practice Act (FCPA) and Canadian Corruption of Foreign Public Officials  

Act (CFPOA) Compliance Program Implementation Support or Assessments  

¶ Support for Oil and Gas Internal Control Representations (EPAP in Alberta) 

¶ Joint Venture/Contract Audits 

¶ ERM Software Selection and Implementation Support 

¶ Officer/Director Due Diligence Litigation Support  

RO Services: 

ABOUT RISK OVERSIGHT INC.  
 
 

Risk Oversight Inc. was established in 2010 to help companies, directors, internal auditors and risk specialists 

meet new and emerging risk oversight expectations in the US and Canada. The company has offices in Calgary, 

Alberta, Oakville, Ontario, and Macungie, Pennsylvania.  Tim Leech, RO’s Managing Director Global Services and 

one of RO’s founding partners, has more than 25 years global experience helping company boards, senior 

management/workgroups, internal auditors and other assurance specialists implement more cost effective risk 

management and risk oversight frameworks. Neil Bothwell, RO’s Managing Director has many years of oil and 

gas experience and is a recognized expert in the area of Sarbanes-Oxley (SOX) 404/ Canadian National 

Instrument 52-109.  Lauren Leech, Director Risk Services has over 10 years of global experience in internal and 

external audit, SOX 404/NI 52-109 and ERM technology. Parveen Gupta, RO’s senior advisor and head of the Risk 

Oversight’s Learning Systems division, is widely recognized as a thought leader and innovator in the area of risk 

and governance learning and training systems. 

 

 

 

 

 

 

 

 

 

 

CONTACT INFORMATION 

Tim Leech FCA CIA CFE CCSA 
tim.leech@riskoversight.ca 
416 720 0392 
 
Neil Bothwell CA 
neil.bothwell@riskoversight.ca  
403 874 2769 
 
Lauren Leech CA CIA CFE 
lauren.leech@riskoversight.ca 
519 400 2771 


